Customer Side Roles and Responsibilities – Master – JSAS Hosting
	Owner
	Task
	Estimate
	Frequency

	1) SAT

	2) Review Generic Tip of the Day (TOD) 
	2 person weeks
	1) Once

	1) SAT
	2) Review Generic Cybersecurity Awareness Course (CA)
	1 person day/reviewer
	1) Once

	1) SAT
	Determine CA course customization requirements (if any)
	2 person weeks
	1) Once

	1) SAT
	2) Review Generic Tracking system capabilities and data requirements
	2 person weeks
	1) Once

	1) SAT
	Determine Tracking system customization requirements (if any)
	1 person week
	1) Once

	1) SAT
	3) Provide Data on user -  names, organizational affiliation, tracking number.
	Agency judgment
	1) Once

	1) SAT
	4) Establishing Training Policies
	Agency Judgment
	1) Once

	1) SAT
	5) Coordinate work of other customer side parties (include users, login script manager, network/security team, JSAS troubleshooting team, help desk.) during role out
	3 person weeks
	1) Once

	1) SAT
	1) Receive training on TOD content and program management options.
	1 person day per member
	1) Once

	2) Network Managers
	1) Receive training on TOD script operation, installation and integration.
	20 person minutes per member
	1) Once

	2) Network Managers
	2) Receive training on JSAS trouble resolution.
	2 person hour per member
	1) Once

	2) Network Managers
	3) Ensure that the Customer side code is located on shares topologically near users with the correct access rights and that ini files have correct settings.
	20 person minutes per site
	1) Once

	2) Network Managers
	4) Ensure that Ports 80 and 443 are open through the firewall for traffic to the JSAS servers.
	20 person minutes per site
	1) Once

	2) Network Managers
	5) Provide an SMPT server that can receive e-mail from the application.
	20 person minutes per site
	1) Once

	2) Network Managers
	6) Ensure that, at least, the minimum desktop configuration is in place at all user workstations. 


	Agency Judgment
	1) Once

	3) COE/HelpDesk
	1) Receive training in managing TOD and CA level 1 calls
	20 minutes per help desk team member
	1) Once

	4) Tip User
	1) Complete TOD
	20 seconds/user
	2) Daily

	1) SAT
	Coordinate work of other customer side parties (include users, login script manager, network/security team, JSAS troubleshooting team, help desk.) after role out
	< 1 hour
	3) Weekly

	1) SAT
	Receive and act on TOD reports on daily activity and possible connectivity problems (based on unusual volume.)
	1 Hour
	3) Weekly

	1) SAT
	2) Coordinate and oversee the services provided to your Agency by JSAS
	4 person hours 
	4) Monthly

	1) SAT
	3) Participate in the JSAS CCB to ensure the program meets the agency’s needs.
	1 person hour plus travel
	5) Quarterly

	5) Org ISSO
	Receive and act on periodic user and organizational assessment reports.


	<1 person day
	4) Monthly

	1) SAT
	Review quarterly and event driven releases of new content and customize to your agency.
	2 person days
	5) Quarterly

	4) CA User
	1) Complete CA and exam
	40 minutes/user
	7) Annually

	1) SAT
	1) Update Data on user names, organizational affiliation, tracking number.
	Agency judgment
	8) As needed (new users)

	
	
	
	

	2) Network Managers
	1) Check logs at the extranet router to determine whether the problem belongs to customer organization or to the JSAS solution.
	Agency Judgment
	8) As needed

	2) Network Managers
	1) Fix problems that belong to the customer network, or refer the problem to the JSAS if the problem is theirs
	Agency Judgment
	8) As needed

	3) Customer HelpDesk
	Receive initial calls for JSAS support

Answer level 1 calls based on FAQs provided with TOD and CA.

Refer Level 2 calls about JSAS Policy to the Security Awareness Team

Refer Level 2 calls about JSAS technical issues to the appropriate (TOD or CA) login/network team.
	Agency Judgment
	8) As needed

	4) TOD User
	Report absence of tips, comments, issues to customer HelpDesk
	1 person minute per user.
	8) As needed

	4) CA User
	Report CA issues (access, operation, content) to customer HelpDesk.
	4 minutes per issue.
	8) As needed

	1) SAT
	Network access control based on Cybersecurity Awareness Course completion and score
	Agency Judgment
	8) As needed (per user)

	1) SAT
	Administering TOD Assessment and Follow-up (issues grades, etc.)
	Automated
	9) Continuous


Green – JSAS combined 
Orange – USAID-related only
Blue – State-related only
� SAT is the Security Awareness Management Team for the customer agency.





